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ABSTRACT:

In the current era of rapid technological advancement, electronic/digital health records are
increasingly used by medical institutions. These electronic health records require a safer cloud to
store and process data. Nonetheless, establishing a cloud-based medical data centre comes with hefty
construction expenses and specialized technological assistance. Hence, we suggest a cryptographic
authorization model using MAC verificationand hashing (CAEHRMH). At first, patient registration is
done and then the nodes are initialized. After that, the test packet is transmitted to create the
authenticated path by calculating the cipher text using CRROT13. Then, the doctor's appointment is
booked and the consultation is done. After the successful consultation, parameters are extracted and
converted into hash code using DF-ASH512 while the secret key is generated using LDH. With this
key,the MAC address is generated using the LDH-TDES-MACalgorithm. Next, the data is converted
into encrypted formats at a double time using CREDCC. Then, the doctor will log in with the system
and the parameters are extracted and converted into the hash code for generating the MAC address.
The MAC address is matched with the patient's MAC address. Upon matching, the doctor downloads
the encrypted data and decrypts it. The experimental findings demonstrated that the suggested

methodology is significantly more secure than the current methods.
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